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Sixth Semester

Information Technology / Coniputer Science &
Engineering

Scheme OCBC 2022

NETWORKFORENSICS

Time: Tltree Hours Maximum Marks : 70

Note : ! Atternpt total sir questions. Question No. 1 (Objective type) is
compulsory. From the remaining questions atte mpt any Jive.

gii{ u: qaq Ec4, fiftf r !'aq q-qio I (q-qftE rm-R or)
srFrqd tr e)s qaii d r\ A-51 qtE of 56 frfrsr

D In case of any doubt or dispute, the English version question
should be treated as final.

ffi t* rox * nk eiern ft-qrq fr Rift d eiM qmr h
qaq o) Gifrq qrfl sdrn

1. Choose the correct answer. 2 each

sS sos zar qqq fifrqr
I Which one ofthe following is not a function ofnetwork layer?

(a) Congestion control (b) Error control
(c) Routing (d) Inter-networkiir!

fli t ot{-q1 ffi d+< or.i;ea1q r-S t
(er) tffiem m-do{ (e) t-iq.i+d
(e) s.&r (q) {c{-ffir

D Which of this is not a network edge device?

(a) Switch (b) PC

(c) Smartphones (d) Servers

flt t 4t{-q1 ffi tq Bq€s rS ti
(er) tuq (q) pC

(e) qsr&n)-* (q) q?ii
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0 Which ofthe following is an exarnple ofBluetooth?

(a) Wide areanetwork (b) Vklualprivatenetwork

(c) Local area network (d) Personal area network

flf tt otc-qT EKg or sql6{ui t
(er) mgs qRsT ffi (q) o{era qlgae ffi
(q) attn-d qRqT ffi (q) {S{n qftqT ie-q-&

lv) Network layer at source is responsible for creating a packet

(a) Station (b) Link

(c) Node (d) Protocol

ffi dqr ${ff d{E t sTi sTe s]er & gl{r fr\'c ffi T& q.+-c

fi Bsi66 Ei-fr t
(er) €erc (q) fr-o

(q) *-s (q) q\-cTmf.a

v) Identi$ the protocol primarily used ofbrowsing data.

drcfrq srcT b fta-$ gusTd q sqs)rr Efi qT-A s)ffid ot
q-5flfr"q1

(a) FTP O) TCP

(c) TFrP (d) mrP

2. a) Explainnetw'orkingconceptsandprotocol. 7

ffiq 6r-+Kq 3fu ltd-fiTcq o) sqsr{qr

b) Define various aspects of network forensics in detail. 5

ffi EnTtRffi b nRq-q 3rTd-<rr s\ ft-€ri i\ qRqTE.-d

fifrqr

3. a) What do you mean by wire shark and TCP dump? Explain it. 8

srq{ an--fr efl-s rcp eq t 3{tq+-T TqT sTef ta eqgr{qr

b) Explainnetworkportmirroring, snooping and scanningtools in
detail. 4

ffi qld m-r, qfr,T ,L q$fip1q.u m\ fr-{fli{'t r+qsrErt
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ExplainethemetswitchlogsandMACtableindetail. 6

Eeriie Rq dnqr 3fu t-fi iddq a} ft-{flr{ t srsrEqr

Define datalink layer andphysical layerwith suitable diagram.

6

srcr fr6 aw 3ft frfu-qrd dqq Bqgffi ft--d fr e-ErqET t
qfurTR-d fi&qr

What do you mean by router logs and Wi-Fi device logs? Explain5. a)

6. a)

b)

7. a)

b)

ir

s-a{ 6FTI e+t< e-r{-qrq ffis ar.qr q} 3TrrffiT TrrT

{{qHrE\r

Explain firewall logs with suitable diagram.

srq{flEi ar.s d scgffi fr--d + Er-{T qqsEqr

Describe enabling andexamining server logs in detail.

rldr arre. q T eAr g.lq.rfrFrri fr) fr-'ffirr t q-Efd fifrqr
Explain browser history analysis and proxy server logs with one
example. 5

ilssq M Tcftfr=fl 3fl{ qTq{ft rrdq arqr d q-o sEr6{ur

toc qq$Trsqr

Write limitations and challenges of network forensics due to
encryption. 6

\,ffiem b or<ur sT{ftffi ffi 6 qnqr( G +e-Sq o} ftfuqr
Define spoofing, mobilif and storage limitations in detail. 6

qii,IT, dqrEftrE Gft {dtq ftRterc d fr-{nN fr qfuilfr'd

fiftqr

4

sref tz

8
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