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Sixth Semester

Information Technology / Computer Science &
Engineering

Scheme OCBC 2022
NETWORKFORENSICS

Time : Three Hours Maximum Marks : 70

Note :

l.

1)  Attempt total six questions. Question No. 1 (Obj ective type)is
compulsory. From the remaining questions attempt any five.
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i) Incaseofany doubtor dispute, the English version question
should be treated as final.
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Choose the correct answer. 2 each
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Which one of the following is not a function of network layer?
(a) Congestioncontrol  (b) Error control

(c) Routing (d) Inter-networkiiig
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Which of this is not a network edge device?

(a) Switch (b) PC

(c) Smartphones (d) Servers
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i) Which of the following is an example of Bluetooth?
(@) Wideareanetwork  (b) Virtual private network
(c) Localareanetwork (d) Personal area network
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v) Network layer at source is respon51ble for creatmg a packet
from data coming from another

(a) Station - (b) Link |

(¢) Node ' (d) Protocol

Yeadh RR S ORI gl STl & g1 fvve el ) e
& ReuiRger gt @

(31) eI (¥) o

(|) s (3) micmia

v)  Identify the protocol primarily used of browsing data.
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(a) FTP (b) TCP
(c) TFTP (d) HTTP

2. a) Explain networking concepts and protocol. 7
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b) Define various aspects of network forensics in detail. 5
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3. a) Whatdoyoumean by wire shark and TCP dumpp Bxplainit. 8
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b) Explain network port mirroring, snooping and stajining tools in
detail. : 4
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Explain ethernet switch logs and MAC table in detail. 6
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Define data link layer and physical layer with suitable diagram.
6
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What db youmean by router logs and Wi-Fi device logs? Explain
it. 4
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Explain firewall logs with suitable diagram. 8
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Describe enabling and examining server logs in detail. 7
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Explain browser history analysis and proxy server logs with one
example. 5

W%ﬁwﬁ{ﬁmaﬂ?mﬁﬂﬁmaﬁ@m
IR FHSYI -

Write limitations and challenges of network forensics due to
encryption. 6
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Define spooﬁng, mob1hty and storage limitations in detail. 6
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