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Fifth Semester
Computer Science & Engineering / IT
Scheme OCBC 2022
INFORMATION SECURITY
Time : Three Hours Maximum Marks : 70

Note : )  Attempt total six questions. Question No. 1 (Objective type) is
compulsory. From the remaining questions attempt any five.
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) Incaseofany doubt or dispute, the English version question
should be treated as final.
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1. Choose the correct answer. 2 each
el IR P I HR
)  Adigital signature is
fefreer R 2
(@) Signature in binary form
(b) Hand written signature ..
(c) Encryption information
(d) Scanned signature
m) Inasymmetric key cryptography, the private key is kept by

Asymmetric key fheeTh! F private key SR It

Sicild

(a) Sender

(b) Receiver

(c) Both(a)and (b)

(d) Allthe connected devices to the network ,
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Which of the following is a type of cyber seéurity‘?
frfeiRag & & PN AT HIgR JRET BT T TPR 87
(a) Cloud security

(b) Network security

(c) Application security

(d) Allofthe above

Mechanism to protect private network from out side attack is

I Abfod Rge gRT wigde Jead &1 18 attack 9 GR1E
T I 8 :

(a) Antivirus (b) Digital signature
(c) Formatting (d) Firewall
is amessage digest algorithm.
o digestTemRe® gl
(a) DES (b) IDEA
(¢) MD-5 (d) RSA

What are the objectives of information security? 2

THRALH RIRRIT & 1 I8 22
Explain encryption and decryption. 4
TRhie 3R Eifeheer Pl Ty

What is Antivirus? Explain about worm. 6

Ue-aRR T ¢ 7 Wohrrr_l & TR F FHATY

Y

What is Cryptography? -2
IR @ 7

Explain the features of cryptography. 4
TRl 61 fFdvarst @ FHey)

Explain with example DoS attack and back door attack. 6
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4. a) WhatisPKI?
PKI @1 £7
b) Explain VPN concentrator.
VPN &g o GHHTST
¢) Explain Asymmetric Key Cryptography.
Asymmetric Key freymh @ wagmsu|

5. a) Whatis Network security products?
Feads RreRet Misee a1 &2
b) Whatis Trap doors? 4
Trap doors &1 §?
¢) Explaintypes of firewall.
Firewall & JbRI Pl THEU|

6. a) Whatiscybercrime?
ISR HIEH T 22
b) Whatdo youmean by Indian IT Act?
TRRT 1T e & oy @ w272
¢) Whatiscyber law? Why do we need it?

WG o T g7 T G e T §?

7. a) Whatis[PR laws?
IPR laws &7 8?7
b) Explaindisaster recovery.
Disaster Sast &t FHTT

¢) Explainthe working of SMTP with suitable diagram.
SMTP & gebtit @ 3T Su™ 9 aR F9egd|
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8. a) Whatis Authentication? 2
Authentication ®TZ?
b)  Explain file system protection. 4
Pigel RIveH TIcaee &t Tyl
¢) Whatdo youmean by E-mail security? Why do we needit? 6
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