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Fifth Semester
Computer Science & Engineering / IT

Scheme OCBC Z02Z

INTORMATION SECIIRTTY
Time : Tltree Hours Maximum Marks : 70
Note : I Attempttoralsxquestions. euestionNo. 1(objectivetype) is

compulsory. From the remaining questions attemft alrry -/ive.
grd tr: qaq E-a fiftqr e.ar mqio I (s_sgftE q_flr or)
3Tffi tr elq sacl fr t A-51 qyq of 6a fiftqr

D In case of any doubt or dispute, the English version question
should be treated as final.

fuq1 qlr+x b'rik srersT ft-qlq fi fufr q eiffi qlql- fi
qeq o) orfrq qnT #rnt

1. Choose the conect answer.

sS scs 6r qqs fifrqr
D A d€ital signature is

Efu.d ft.i.rs t
(a) Signatureinbinaryform

(b) Handwrittensignature

(c) Encryptioninformation

(d) Scannedsignature

D In asymmetric key cryptography, the private key is kept by

Asymmetric key ffimfr d private key gnr{d
qrfr tr
(a) Sender

(b) Receiver

(c) Both (a) and (b)

(d) All the connected devices to the network
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D Which ofthe following is atype ofcyber security?

. Fmfrfu-o d t ot{ w srg+{ Erefl oT qm q-mn t?
(a) Cloudsecurity

O) Network security

(c) Applicationsecurity

(d) All ofthe above

19 Mechanism to protect private network from out side attack is

qE +ilfrGT ft{-{rh EIqT qr{ie ffi zh\ qTt"ft attacli + g{Rrd

{€.r qrdT t
(a) Antivirus (b) Digital signature

(c) Formatting (d) Firewall

v) _- is a message digest algorithm.

t-Sq digestqdilRqq _tr
(a) DES (b) rDEA

(c) MD-s (d) RSA

2. a) Whataretheobjectivesofinformationsecurity? 2

gq.raien Rrqgffi * eqr uleq tr
b) Explainencryptionanddecryption. 4

r'ffi.cm silr Sfr.r{ o} qq-flqqt .
c) WhatisAntivirus?Explainaboutworm. 6

v&-qiqq1r rqr t ? worm b qT\ { eq-fl.r{q r

3. a) WhatisCryptography? 2

fr,ffi qqr t?
b) Explain the features ofcryptography. 4

fr,ffi ft fre}Edl3ii m\ lrrrflTqqr

c) Explain with example DoS attack and back door attack . 6

s,is 3ry6 \s i-{ Ek 3r}6 o} sqr6-ior etrd c1q-fldr
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4. a) WhatisPKI?

PKI qqr t?
b) ExplainVPNconcentrator.

VPN ffiq)*e{ d sq-flrflr

c) ExplainAsymmefricKeyCryptography.

Asymmetric Key ffif o) rrqflrE\r

5. a) What is Network security products?

ffi RriqlkA ,Y-$rd rqr t?
b) What is Trap doors?

Trap doors 
"qT 

t?
c) Explaintypesoffirewall.

Firewall fi e-mT-d o\ r+'qs,Egr

6. a) Whatiscybercrime? 2

qr{fl mQ+ Eq1 1,
b) What do you mean by Indian ITAct? 4

q{dq IT eiErfuq q\ eirq aq1 qq-fl-d }r
c) What is cyber law? Why do we need it? 6

q'r{d{ ai Eqr t? Et qqfr q-srd qq} tr

7 . a) What is IPR laws? 2

iPR laws +qT t?
b) Explaindisasterrecovery. 4

Disaster {ffi o} qq-flE\r

c) Explainthe working of SMTP with suitable diagram. 6

SMTP fr q-*t r m) sfrf, srqqm q.fl?F{ qq-flT} 
r

4

st2025t7493 P.T,O.

2

4

6



t4j

8. a) WhatisAuthentication? Z

Authentication eqT t?
b) Explain file systemprotection. 4

E6T{-d ft-€q q}}+erc o} eq-flr$qr

c) What do you mean by E-mait security? Why do we need it? 6

{-f-f, ffift-A r} em +qr E-q-fld tz e{ qsfi dnqqq-mi rq\
$^
E/
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