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Fifth Semester
Computer Science & Engg. /IT
Scheme OCBC 2022
INFORMATION SECURITY
Time : Three Hours | [Maximum Marks : 70

Note: (i) Attempt total six questions. Question No. 1 is
compulsory from the remaining questions attempt any
five.

T B: T & R | 99 WAl 7 3§ 7 i 1 A
&, o o dig w5 AR

(i) In case of any doubt or dispute, the English version
question should be treated as final.
foreft ot wieg o foae & Rafd # sieT W01 & g
@1 31w /T ST anfee

1. Choose the correct answer : 2 each

e IR B IT N

(i) Which of the following is NOT a feature of operating
system security?
(a) User privileges (b) RAID options
(¢) Bandwidth allocation (d) Anti-virus software
frfofea & & P- sifRiET fRavew JRam o1 faehvar
& 82
(&) IudnTdal fGEMEdR (@) RAID fased
(m defager sndes (7) O-arRd HTeaeR
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(i) What does PAIN stand for in the context of information

security?

(a) Prevention, Analysis, Identification, Notification
(b) Protection, Assurance, Integrity, Non-repudiation
{c) Policy, Authentication, Integrity, Network Security
(d) People, Assets, Information, Networks

G GRaT & ew A PAINTT g if 87

(®) Tdem, oo, sTgefcihee, At

(@) WCHRM, FTRY, ST, AH-Xgfsee

(m) difer, sidifcwdem, R, Jead NMaaRe

(a) Uud, THCH, STHREN, Heaas

(i11)) Which networking protocol is primarily used for sending

emails?

(a) HTTP (b) FTP

(c) SMTP (d) SNMP

o7 Ao & fow g wu ¥ 5w Jealdn g @
Jyan far e &9

(®) TI.ELEL. (@) TH.aa "

() TE.EEEL, (T) TH.TH.0H..

(iv) What is the main purpose of using IPSec?
(a) Encrypt data at rest
(b) Secure IP communications by authenticating and
encrypting each IP packet
(¢) Improve network speed
(d) Manage network traffic
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IPSec BT ITTN B BT G o2 a1 &7
(®) IRW F 2TT UPT TR
(@) T A Yobe o yATiia 3R efpe e s
TR JRI&T I
M ead W § guR ot
() -Tad it YT BN
(v)  Which of the following is a key component of Public
Key Infrastructure (PKI)? '

(a) Firewalis (b) Certificates
(c) VLANs (d) VPNs
Frefaied § & o ufaT® o SpRgaoR (WHaE) &
TP @ UTH &7
(®) BRRAA (@) wffsee
(m dred (g) Jge

(a) What is the purpose of user privileges in an operating
system? 2
& TR Rew & Swdmeal fRwRERT & g
T &7

(b) Explain the concept of file system protection and its
importance in operating systems. 4
Brea RReA gRem &f @R 3R SRR Rwew d

T Hed DI AT B

(c) Describe the function of RAID options in enhancing data
security and availability. What are the benefits of using
RAID? 6
SCT JR&T 3R 3ucrerar dg™ # RAID fadwedi & &1 &
qufF & | RAID &1 3900 F=A & FT 714 &7
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(b)

(©)

(b)

(c)
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What is one major security weakness of the HTTP

protocol? 2
HTTP WEIHIcT B U @ JR&T HHSIKI a1 82

Compare the security vulnerabilities of a hub and a
switch in a network environment? 4
Jead uRaw ¥ g9 31k Raw o JRen FAARDT &) o
R?

Discuss the security solutions available to mitigate risks
in networking protocols and devices, such as IPSec and
VLANs? 6
Jeafdn Mersia 3R Juaol, 3R IPSec 3R VLANs #
iRawt & 1 B & foTe Juerer JRan FAeH R T
|

What is the primary purpose of encryption in
cryptography? 2
ferme # efsem o1 mafis sewa @@ &2

Explain the concept of Public Key Infrastructure (PKI)
and its role in securing communications over the

internet. 4
afeeTes WY SHREATR (TPHE) B FURN AR FeAe R
TR JRI&T T T g0 YHDT B AT TR P

Discuss key security considerations that should be taken
into account during the software development lifecycle.
T R Rl R Tef R TR Ao e
Stawrass & AR € H @ ST aTfee? 6

What is the primary purpose of a firewall in a network
security architecture? 2
Jead GRaT SNfdcaR § BRIRE & eifie 389 a1
&7 :
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(b)

()

6. (3
(b)
(©
7. (a)

(5]

Explain the differences between a network-based
Intrusion Detection System (IDS) and a host-based
Intrusion Prevention System (IPS). 4
eah-aeIRa ggeM fecaem faww (emgsew) 3R
B3R ggor Yo faweH (ded) & d 3R
L B

Evaluate the role of content screening gateways in
network security. Discuss their functions and the types
of threats they address? 6
ead GREM H e THIWT ed B YD B graid
| 375 Bt 3R TP gRT GO Wl & FHRT W
Tat R |

What is one key requirement of the Indian IT Act
concerning data protection? 2
3T YRET B HEY § HRA ST AFm o 0 TE
TFTTHAT T &P

Outline the steps involved in conducting a security
audit? 4
RN siffee B ¥ e RO o kT qaTe?
Discuss the significance of disaster recovery and
business continuity planning in an organization’s security
strategy. 6
& dmee & wRem IvFfa # feer Readr ik
e Bifeggct aeT & 7 W Tdf a1l

What is the purpose of ISO 27001 in information security
management? 2

GO IRET YFe | 1SO 27001 BT 322 a2 &2
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(b) What is the main difference between symmetric and
asymmetric encryption? 4

Rrfa 3R SRR ehpwer & e T st 7o &

{¢c) Discuss the importance of VPN concentrators in secure

remote access? 6
IRfera Refie va™y § qidied deged & He W
#R?

8.  Write short notes on (Any three) : 4 each

(a) Content Screening Gateways
(b) IPR Laws

(¢) Security weakness in wifi
(d) Anti-Virus Software

(g 3) R it A ford

(@) @ TpIT ed

() IR B

(M) TEHRE H FRET HASAR!

(T) UE-aORY WIEdoR
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