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Enrolment No. ............

Fifth Semester

Computer Science & Engg. / IT
Scheme OCBC 2422

INFORMATION SECURITY

Time : Three llours J fMaximum Marks : 70

Note : (i) Attempt total srr questions. Question No. I is

compulsory from the remaining questions attempt any

flve.

gd Er: sFT Fm ott $r'q sriiit t sqq ffii6 1 3TFrdrd

t, 6't$ ft dq sr{ 6m 6tt
(ii) In case of any doubt or dispute, the English version

question should be treated as final.

ftffi sfi dta qr fd-dtd d Rrfr ti si,)fr dim{CIT b sq{

61 3rFilq qrqT Hrqr ilFsl

1. Choose the correct answer : 2 each

s& rr< o-r aqq of ,

(i) Which of the following is NOT a feature of operating

system security?

(a) User privileges (b) RAID options

(c) Bandwidth allocation (d) Anti-virus software

frsafrfua ii t 6t{-S 3ffihr fuw E{&Tr dt fu}qar
q€f tr
151 3qM fr0srftror< (s) rt-AID

(1T) dsksq 3Triiffi (q) u&-Errrrs ffim
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(ii) What does PAIN stand for in the context of information

security?

(a) Prevention,Analysis, Identification,Notification

(b) Protection,Assurance, Integrity,Non-repudiation

(c) Policy, Authentication, Integrity, Network Security

(d) People, Assets, Information, Netw,orks

qqqT E<erT b ddf C PAIN 6r ffir s+ef tl
(6) friiqiq, srrfrTfun, 3rT$afrfubqrq, T\frfiFe${

(s) qtfiTq, 3rq?itis, BAEr&, frq-\Euqq
(rr) mftTfi, efie)fttuqiq. {&fre, ffi MRd}
(q) foffi, t+fr-e, $qrFT{gFi, M

(iii) Which networking protocol is primarily used for sending

emails?

(a) HTTP (b) FrP

(c) SMrP (d) SNMP

Stu qffii b fu gs Fq t ftH ffir f&did o.r

Jq-dFT fuqi;nar tl
(65) r's.fi.fi.ft. (s) r4r.fi.fr.-.
(n) rrs.Eq.a.fi. (q) r's.w.w'.fi.

(iv) What is the main purpose of using IPSec?

(a) Encrypt data at rest

(b) Secure [P communications by authenticating and

encrypting each IP packet

(c) Improve network speed

(d) Manage network traffic
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(v)

t3l

IPSec 6T sdFr ori o'r ts Jesq mr dl
(6) 3rxrrr t tdr dFfiE 6t

Which of the following is a

Key Infrastructure (PKIX

key component of Public

(b) Certificates

(d) VPNs

(s) HtrftFbd

(q) fifrE

of user privileges in an operating

Frqfrrfua ii t 6t{ qk6 d wrqm< tfibsn$l or

2.

(s) q,S6 3n{fi tb6 6l eqrFTd sil{ ufuB 6ib 3n$fr

Hil< Uifli-d 6t
(1T)

(q)

ffiSsiigmmt
ffi *8o, qEiftrd 6t

(a) Firewalis

(c) VLANs

116 rgq qe,6 tl
(6) Flq<-dd
(rr) dl Aq

(a) What is the purpose

system?

fuet 3fiqtBT ktr C

ffir B?

2

:qzM ft'elqnftrortt a;r skq

(b) Explain the concept of file system protection and its

importance in operating s_vstems. 4

Frfi fu-sq g{en fi srqen<qT 3f{ 3ffifo fu€q fr
ge-o r5o d qrsr otl

(c) Describe the function of RAID options in enhancingdata

security and availability. What are the benefits of using

RAID?

ia E<sr str Jqtrerdr 6.6tt fr RAID ffit b ord mr

wfu 6, RAID mr sqfr{ 6ri & mr mm di
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(a) What is one major security weakness of the

protocol?

HrrPffid fr rry rgs g(a{T o,fiffi ffii t?
(b) Compare the security vulnerabilities of a hub and a

switch in a network environment? 4

ffi qRavr fr eE sik Rild d E{eTr oqdlRdifr Emr
otl

(c) Discuss the security solutions available to mitigate risks

in networking protocols and devices, such as IFSec and

VLANs? 6

ffirr ffi-d sik sq-6Tuii, dt Ipsec at{ vI-eNrC
EilRrii m.r oq o.{i & ftru rqardi E(eil HTmrt'i T{ Td
otr

4. (a) What is the primary purpose of encryption in
cryptography? 2

ffi it ufuqqa;T srerkd sesq ffir ti
(b) Explain the concept of Public Key Infrastructure (PKI)

and its role in securing communications over the

internet.
qk6 # $m.r$iltr{ tftbsn$) # srd€rr<ur 3il{ sfiie qt

riTK g<lerd o.ri fi $Ha* ,$ffiT d qrsr mtl
(c) Discuss key security considerations that should be taken

into account during the software development lifecycle.

qgqs g(eil ffii q{ Tdf o.t fuA Sddw ffo,rs

#firqo b dt<tq sqtq fr {tsT HFTT urFsl o

5. (a) What is the primary purpose of a firewall in a network

security architecture? 2

ffi g{eil snffitffi{ C Fiq-.dd 6T qprko. skq wr
tr

HTTP

2
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Explain the differences between a nefwork-based

Intrusion Detection System (IDS) and a host-based

Intrusion Prevention System (IPS). 4

i6{e-3rTerfu sqw Btffiq fuirq tsnffrewl 3flq

Ehe-3Tr€nRd $art nien fu'6q (sTr$us) b &-f, 3iex

sE 6tt
Evaluate the role of content screening gateways in

network security. Discuss their functions and the types

ofthreats they address? 6

ffi E<HT ii iirld dHrT m d UFoT m quroa
ott srb 6izil 3#{ :rrb arqr ri-dlRrd qrti b ror<1 qq

mf mtt

6. (a) What is one key requirement of the Indian IT Aet

concerning data protection? 2

fcr gt*n b Sciq tt usSo sTt& 3Tftfiqq # w ugre

3[r4sq6Tr dqr t?
(b) Outline the steps involved in conducting a security

audit? 4

g{eil 3fi86 6ri fr vtTfud E-wTi6t sqtsr ffiTTu?

(c) Discuss the significance of disastei recovery and

business continuity planning in an organization's security

strategy. 6

ffi dirrdq mt g<unr qqffi it BHffi{ R-oilft 3ft{

ftEilie, oTFdiFfr dffir fi rrf,d'qq trqf att

7 . (a) What is the purpose of ISO 27A01in information security

(b)

(c)

management?

!tr'fl gqeilT mi€Iq ii
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(b) What is the main difference between symmetric and

asymmetric encryption? 4

ft-iq-o. sf{ srffiqo. EFfiaTq & ffd Us siil{ ffir t?
(c) Discuss the importance of VPN concentrators in secure

remote access? 6

g<fen fufu gffis fr &ftuq o.s-F b qre'Tr rnf
mtl

8. Write short notes on (Any three) : 4 each

(a) Content Screening Gateways

(b) IPR Larvs

(c) Security weakness in wifi

(d) Anti-Virus Software

tat$ gl q{ Hf'enq n'qg fr'-di 
'

(6) dtecdftrH
(q) 3rr$fBTrq 6T{i
(rD Er$o.r$ d E<un o.ffi
(u) s&-drwnffiw
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