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Fourth Semester
Information Technology
Scheme July 2010

INFORMATION SECURITY

Time : Three Hours Maximum Marks : 100

Note : 7)) Attempt total five questions out of eight.

b)

Tl AE H ¥ 4 WA B HIAT |

i) Incase of any doubt or dispute, the English version question

should be treated as final.
el i W o g Ay TaarE 7 BT B ST 9T R 9s
& AT HqE [EMW

What is Information Security? 3
TR gt o 2 ?

Why Information Security is needed? | 3
TR REgiEl #1 JEsgEa = 2 7

Explain various types of security. 6
Tl v ® REgidl f1 9REEU |

Explain elliptic curve arithmetic. 8

Elliptic curve JHTesHh H TH2MEN |

Explain substitution cipher. 3
THEIA T8 # quzney |
‘What is transposition cipher? 3

FAATAIH w2 ?
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¢) Encryptamessage “Cipher” using 3 x 3 Hill Cipher with key
2 1
K=|1 21 6
|

-2

O =

2 1

T4 “Cipher” #l key K=|1 1 2 | & @i Hill Cipher
1 0 -2

211 Encrypt =hitaU |

d) Write short notes on 8

1)  Caesarcipher

i)  Vigenere cipher

Higra fewi fafrg |

)  Caesar

i)  Vigenere i@

3. a) Whatiskey management? 3
EAR:CECCHCS i S
b) Whatis Cryptanalysis? 3
Cryptanalysis #7 & ?
¢) Explam principle of security. 6
TR F e 99y |
d) Explain about data encryption standard. 3

T FHINE RUEE F U § G |
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4. a) Whatdo youunderstand by information hiding? 3
THEH BT § O @ guze FO?
b) Whatis birthday attack? 3
TR HeF #E 2
¢)  Whatis hash function? Explain. 6
291 G T 2 ? HHEIET |
d) Write short notes on 8
Higra fewioEi farag |
1)  Steganography )  Digital signature
5. a) WhatisIdentity management? 3
A FHT | ?
b) Explain aboutdigital certificates. 3
fefted @iéThe & ar ¥ @9ev |
¢) Explainimportance of password in authentication. 6

HYEhIA | UHAE F HEed H AU |
d) Explainsmart card technique. 8
WE FE dFAE Bl FIAET |

6. a) WhatisTrojan Horses? 3
T EEE g Y
b) Whatis Trap Doors? 3

Trap Doors &1 & ?
¢) Whatis trusted system? Explain. 6

g Ty ¥ 2 ? wwameu |
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7. a)

b)

¢)

d

8. a)

b)

c)

d)

(4]

Write short notes on

i)  Backdoor attack i)  Dictionary attack

e fewon e |
D A% W AH i) TEEd AE

What is SSL protocol?

SSL Wreria #  ?

What do you understand by web security?
¥ Togfdl & I 1 AN 2
Discuss SSL objectives and layers.

SSL HferRE 3 @ Al FHAET |
Explain IP security architecture.

.9, gl i &l GHAEU |

List computer ethics issues.

P ZTU issues H @ |

Write short notes on cyber law?

Az o W g fewlt faran |

Why cyber law is needed? Explain.

AqEE W b A 8 2 qEEEl |

What is cyber crime? Write it's classification.

HER FEH ¥ 7 THR a0 B sy |

T TR
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