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INFORMAIIONSECURITY

Time: Tltree Hours Maximum Morks : 100

Note : I Atternpt total five questions out of eight.

gffi en6 ii t qi{ qQ;r Ef, Cfrq r

ii) In case of any doubt or dispute, the English version questhn
should be treated as final.

Effi fr u-an t dtr q,++r iq-{R 4i P{id ii effi qpr h qqq

fr1 sifrq qm qrhr 
r

1. a) WhatislnformationSecurity?

B-qr{erq iuqfrA 4qr t ?

b) Why Infbnnation Security is needed?

rrcl{en Rr€{rA qi 
"'rsQq+et aii t i

c) Explainvarious types of security.

Efrr* ren +i kqfiA +l eqsgq r

d) Explain elliptic curve arithmetic.

Elliptic clrrve 3lPftfr6 +1 qryr{q 
t

2. a) Explainsubstitutioncipher.

ufrqen Rqi 4i qrrflrgq 
I

b) Whatistranspositionciphor?

qiq,iifrqn Rm-r qr t i
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c) Encrypt a message "Cipher" using 3 x 3 Hill Cipher with key

ZRI Encrypt 41frq I

d) Write shortnotes on

I Caesar cipher

ii) Vigenerecipher

.1i6q ftffi frtuq r

D Caesar frw

D VigenereRW

3. a) Whatiskeymanagement? I
rt1 tiqiie Hr t ?

b) Whatis Cryptanalysis? 3

Cryptanalysis qr t ?

c) Explainprincipleof security. 6

Rrufrfr * RrdrR (Tflr{g 
I

d) Explain about data encryption standard. g

er-cr F*tqn *,Bd * qrt ii uqsrry r

t-

ftts .,cipher,, d 0", * = [? ', )-l * *- Hirr Cipher

[r o -z)
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4. a) Whatdoyouunderstandbyinformationhiding? 3

E-qr{rn RE r t qFr ;Fr €qfla t ?

b) What is birthday attack? 3

qfrqL6ffirt?
c) Whatishashfrrrction?Explain. 6

tn .iern Hr t ? e{rr{q I

d) Write shortnotes on 8

.qfeTq tuFpi'frtuq r

D Steganography rD Digitalsignatue

5. a) Whatisldentitymanagement? 3

3rr{Ua.e itrlz €r t ?

b) Explain aboutdigital certificates. 3

Gfu.d Htrffic t qrt ii q{flr{q 
r

c) Explain importance ofpassword in authentication. 6

qgiE+en ii qrffit h qea ai u+sgq r

d) Explainsmartcardtechnique. 8

HrJ flif ilf,fr-+t +1 ursrEq r

6. a) WhatisTrojanHorses?

*-fi Erts Hr t ?

b) What is Trap Doors?

Trap Doors HI t ?

c) What is trusted system? Explain.

Ns fu@ qqT t ? ffiflr{g I
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d) Write shortnotes on

I Back door attack

dflrq nquft ftilfuq I

D t-d *{ 3I}6

ii) Dictionaryattack

ii) B+qr+fi qtfi

1. a)

b)

c)

l\tt)

8. a)

h)

c)

d)

Whatis SSLprotocol?

ssI- frer+ffl ;Pdr t ?

What do you understand by web security?

aE k€tA t errq nr ffifre t ?

Discuss SSL objectives and layers.

ssI- tsii-"iffid Bfu A=qI +l q{eriq t

Explain IP security architecture'

.:rd.ft. Rr+Jfti lrri;f;?-fit +i qrflr{q t

List conrputer ethics issues.

;Eq.{ iihfi issues 41 Rt{q I

Write short notes on cYber law?

{ .rE-{{ f,t'q{ {iaTq Eqoft frfuq I

Why cyber law is needed? ExPlain.

{r{-{{ ai'4ii ;t6fi t i qrflr{q t

What is cyber crime? Write it's classification'

qrt{r 6lgq fll t ? gfl} qrft-{-€T 41 ffiflE\
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