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INT'ORI,IAIION SECT]RITY

Time: Tlree Hours Maxintwn Marks : 100

Note : i) Attempt ary five queslions.

ffi qfu qcr 6m A1ilsr

ii) In case of any doubt or dispute, the English version question

should be treated as finul.

ffi g r+x b riit ererqr fr"fl< ff Rrft if eiffi.r{rsr }
caq d 3iftq qpa qfiq11

I . a) What are the objectives of information security? 3

g;qT{al{ Rrqgt-E } qqr slcq ta
b) What is physical security? 3

ft'fuod fii'{gfiE sqr t?
c) What is Cryptography? Explain its goal. 6

ffi sqT t? Enb sleq qTflEqr

d) Explain principle ofsecurity? 8

Rffige-a h ftErd qqanE\l

2. a) What is Encryption'! 3

Cd.?I{ {ql tz
b) What is transposition cipher? 3

qiq+fr$c Iilq< +ar tz
c) What is Caesar cipher? Explain. 6

Caesar Rlqq +qr tz Eqflr{g t
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d) Write short notes on

i) Monoalphabetic

ii) One-time pad

€firE frEquft fatu(

il ffieroqrtft-o
ii) s-{-er{q. ts

3. a) Discuss about confrdentiality in itrformation security. 3

g-qr{rr< fil-egt-E ii confldentiality qr 4qf frftql
b) What do you understand by key management? 3

ff +#ie r\ e{q sqr {rq-fli t?
c) Explain asymmetrickey Cryptography. 6

Asymmetric key Cryptography o\ ruepq t

d) Explain operation of RSA algorithm. 8

RSA rdilRsrq fi orffi d {rqEECl

4. a) \Vhat is data integr ity'i 3

ercr {&tr8 qqr tz
b) S{rat is Steganography? 3

Steganography fqI E /

c) Explai.n Digital signanrre and it's application. 6

ffi-d ftlilr oir sirb a5cah nrawt
d) Explain Audio and Video watermarking. l{

e]rM 3fu frM qffir o\ nrErrgqt

5 . a) What is Authentication? 3

atridhsr aqr t?
b) Discuss about CAPTCHA? 3

CAPTCHAq{ ?:qf Afr\I
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c) Explain Smart Card? 6

srd od d {{rsecr
d) Write short notes on 8

D MAC

ii) B iornetrics

1rftrE. fdEqufr fttuc

D MAC

D erqlf-fr-{

6. a) What is CornputerVirus? 3

o-qer or+ro r+r t?
b) Explain aboutWorm? 3

fld b qrt C qqf ffftqr
c) Give name of the attack types? And explain any one of them. 6

erlo il agv b crq {frqr G ffi gr o} uqsrEcr

d) What is Firewalt? Explain in brief. 8

sFR.flEl flrT t?ft-fiR t nqgrccr

1 . a) What is Network Security.

+e{6 ftl-a{tE qqr t?
b) ExplainTrustedserver?

q€s r-dt ol nqsrgcr

c) Discuss SSLobjectives and layers.

SSL gfl.$fuq 3fu M +) eqsr{Cr

d) Explain IP security architecture.

3rdff ftt+{ft8 3ilff-firi o\ wqsrgqr

8. a) What is Cyber crime?

flslr FEr{ {qI t?
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b) D iscuss about cornpuler elh ics.

oary{ Eeftfl{ b elt E rqf 61tvl
c) Explain cla-ssihcation of Cyber Crime.

{{rfl{ 6iqq ar qrfloalT o\ nrgrgCl

d) Write short notes on

i) CyberAct

ii) Session keys

*a1im'6q!ft fttu\
I fltfl{ \'qe

n) {lYli (hl

-€,€.@€-
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