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Fourth Semester
Information Technology
Scheme July 2010

INFORMATION SECURITY
Time : Three Hours Maximum Marks : 100

Note : 1) Attempt any five questions.
frgl ofa weT gat SHifdm

i) Incaseof any doubt or dispute, the English version question
should be treated as final.

forsft off PR & FAeg arean faarg i Rufar o s wwr &

UeT B JAfe A SR
1. a) Whatare the objectives of information security? 3
oM RiFgdich & a1 3599 §°
b) Whatis physical security? 3
o faagdch Tar 22
¢y  Whatis Cryptography? Explain its goal. 6
fpechd FaT 27 P I5eT THESY
d)  Explain principle of security? 8
e & Ryegia wws=yl
2. a) Whatis Encryption? 3
ghie 8P
b)  What is transposition cipher? 3
eraaforee Rier @ 27
c) Whatis Caesar cipher? Explain. 6

Caesar IR a1 g7 993U
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d)

b)

c)

d)

b)

c)

d)

b)

Write short notes on
i)  Monoalphabetic
i) One-time pad

Hftrg feoaoft farRaue
) AeeEERRD
i) T-IET U

Discuss about confidentiality in information security.

e e ® confidentiality R @af FIfQl

What do you understand by key management?

& AT A 3T I TSR 87

Explain asymmetric key Cryptography.
Asymmetric key Cryptography Y IR
Explain operation of RSA algorithm.

RSA temfem & arfuormell @) ey

What is data integrity?

Trer seulidl & &7

What is Steganography?

Steganography &g ?

Explain Digital signature and 1t’s application.
fvficer RIRR 9k 6 SR GERIEY)
Explain Audio and Video watermarking.

anfeay & fafsay giceidT & F9zne

What is Authentication?
Ui T 87

Discuss about CAPTCHA?
CAPTCHA wR =f #iferu)
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d)

b)

C)

d)

Explain Smart Card?
HIE I3 DI AHAET
Write short notes on
) MAC

1)  Biometrics
wifdm ol faiRay
i}  MAC

iy SR

What is Computer Virus?
P GOy FT g7
Explain about Worm?

arf & an § =3t Sl

Give name of the attack types? And explain any one of them. 6

32 F TRy & A A @ A e @Y Aneeul

What is Firewall? Explain in brief.

IR 71 2 PRREOR ¥ IEEy

What 1s Network Security.

Aad REgddt T €7

Explain Trusted server?

TR R B GRS

Discuss SSL objectives and layers.
SSL amesifeea ok eiawd @ wvesgu
Explain IP security architecture.

gt RIFgdIel smhieaar @ TRyl

What is Cyber crime?
ISR $HISH FIT 2P

F/2019/6431

PT.O.



—1_

(4]

b) Discuss about computer ethics.
FrgeR gelley & AR § =i B
¢) Explainclassification of Cyber Crime.
HATEER PIgH & BRI T FHFATSU
d)  Write short notes on
i}  CyberAct

i)  Sessionkeys

Hférer fewqof ferRew
D R T
i I &
T WS —
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