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Note : i) Attempt total six questions. Question No. 1 (Objective type)

1.

is compulsory. From the remaining questions attempt any five.

oA B: U g DY ueT PHip 1 (TGS YPR D)
et 21 99 wedl § | fredl i @l g il

iiy Incase of any doubt or dispute, the English version question
should be treated as final.
foelt ot vpR & wg srar faarg I R H St Tt 3
UeT @I Sifcd AT SR

Choose the correct answer. 2 each

FEl TR BT 7T HINY |

i

____isamessagedigest algorithm.
BT digest TemRed &l

(a) DES (b) MD-5
(c) RSA (d) IDEA

When two different message digest have the same value it is
called as

(a) Attack (b) Collision

(c) Hash (d) None of the above

ST @) 3o BRIST €T same value digest @1 ST §, aF 39 Pad
2l

(ar) Attack (3) Collision

() Hash (3) SRRP H A DE T8
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ii. B is correct

Aman Rathore
B is correct


[2]

i) This type of virus is activated when application such as word
processor is run.
(@) Trojan Virus
(b) Warm
(c) Bootsector Virus
(d) None of these

I 9%A s BT 8, 919 Telihe S 98 AR < gt &1
(31) Trojan Virus
(¥) Wam
() Boot sector Virus
(]) =™ Q3 T
iv) A_____ isasmall program embedded inside of GIF image.
T 9T g S GIF 88997 & W1 ety g 2
(a) Webbuy
(b) Spam
(c) Cookies
(d) Spyware application
v) RSA___ beusedfordigital signature.
¥teat Rmer & fow RSA &t Suam
(a) Mustnot
(b) Cannot
(¢) Can
(d) Shouldnot

2. a) Explainthe basic types of security in detail. 9
Security & SR¥e TR D [IRRIRYD ST

b) Whatis Information Security ? Write the principles of security ?

9

Information security T 8 ? Security & Rigiar @ ferRal
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b)

b)

b)

b)
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Explain Transposition cipher and its implementations using suitable
examples. : 9
ERATEe cipher ®1 S SFHANN F 1Y FHEY T SR
o <iforIl

Explain the operation of RSA algorithm used for public key

cryptography. 9
RSA algorithm & HRiYvMet P FHsET St & public key
cryptography. & o IuamT # &g St 2|

Explain digital signature and it's applications. 9
Digital signature @I ¥TSY & I applications I
Explain Hash function in detail. 9
Hash %9 & faeiRyd® FHsIsyl

Explain steganography and cryptography and compareit. 9

Steganography 3R cryptography @I FHSIEN W& S &1 e

R

What is importance of password in authentication Explain. 9

UGS 3T authentication ¥ 1 78 &, THHATST

Explain digital certificates and their utility in identity management.
9

Digital Certificates ! FHSEY Td IqB IUANAaT identity

management ¥ JdTY|

Explain the brute force attack and how canitbe handled. 9

Brute force attack 371 § U4 99 fd IpR ¥ handle f&ar Siram

2l

Explain Man-in-middle attack and dictionary attack. 9
Man-in-middle attack Td dictionary attack @ T
Explain SSL and it's application. 9
SSL T =1y Ud IHdI application SATST
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8. Write short notes on the following (Any three)
frferReg W Gfm fewfir iRl (@13 )

a)
b)
. 9
d)
€)

Evolution of cyber law
Computer ethics
Smart card
Ip security architecture
Dos attack
I

S/2018/6431

6 each



