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Fourth Semester
Information Technology

Scheme July 2010

INFORMIflONSECT-IRITY

Time: Three Hours Maximum Marks : 100

Note : I Attempt total six questions. Question No. L (Objective type)
is compulsory. From the remaining questions attempt any five.

gd E: saq Ecr ffftqr qaq m-qio 1 (q-{gftE q-m'R o-r)

GTffi tr s)s qa+i { fr A-6 cfi4 of eo fiftqr
ii) Incase of any doubtordispute, the English version question

should be treated as final.
fu-S tfr q-on fi rik eiern ft-qr ft Rrft { eiffi qq1}
qaq of Giftq qrcT qrlrnr

1. Choosethecorrectanswer. Zeach

rr$ st-s @-r 4qq fiftq r

! Which of these is not a type of flrewall?

fln t otc rrr sfoRqrd or nors rS t
(a) Applicationproxy

(b) Transparentproxy

(c) Staticpacketfiltering

(d) Statetullquery

D Adigital signatureis_
Efr-d ft'i-n t
(a) Signahreinbinaryform

G) Handwrittensignature

(c) Encryptioninformation

(d) Scannedsignature
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Aman Rathore
d is correct

Aman Rathore
a is correct
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iii) Kerberos is an encryption based system that uses.

Kerberos fo. gfuc?rq tr{ 3TrErfra ftEq t q} sqqh o{dr t
(a) Secretkeyencryption

O) Publickeyencryption

(c) Datakey encryption

(d) Privatekeyencryption

iv) Mechanism to protect private network from out side attack is

T6 +hfrirq frRrb qRT qEae ffi o\ er$ attack t UqRrd
qcT qrdr t
(a) Antivinx O) Digitalsigrature

(c) Formatting (d) Firewall

v) Symmetric key cryptography is 

- 

than asymmetric key
cryptography.

Symmetric key cryptography asymmetric key cryptography t t
(a) Same speed (b) Faster

(c) Usuallyslower (d) Always slower

2. a) Explainprincipleof security. 9

ftrrgke il fu€r=er Hqsr{gl

b) What do you understand by information security? Explain in
detail. 9

{qftten ftffigRAt enq rqT qqsi tz frrcqfo qqgrEql

3. a) WhatisEncryption?Explainplayfaircipher. 9

{s.ql{ eqr t? dhq{ cipher o\ sqsrqqr

b) What is Cryptanalysis. Explain symmetric key cryptography. 9

Cryptanalysis ertl |? symmetric ff cryptography o'f qq-flr{qr

4. a) ExplainaboutAudioandvideowatermarking. 9

3rYBq\i si frMi qffi{ o\ qqsEq 
r

b) ExplainCAPTCFlA'simportanceindetail. 9

CAPTCHA il qus o\ frreiqtrcn qrsEgl
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Aman Rathore
b faster is correct

Aman Rathore
a is correct

Aman Rathore
d firewall is correct
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5. a) WhatisAttack? Giventhenameof differenttypes of attackand
explainanyoneofthem. 9

Attack Tqr t? 3tErrr-qErrl q-sn & attack b qH qorgq gq v{i
t frxfr qo th) frrf,Rgdo Htr$r{gl

b) What is Firewall? Write the characteristics of firewall. 9

sTq-{sfm Tq[ t? sTq-{qfd ft characteristics ftffir

6. a) ExplainaboutVirusandWarm. 9

virus G Warm & elt { eqsr{qr

b) Explainabout IP security architecrure indetail. 9

IP ftq{t8 qTffi}ffi o} qrseqr

7 . a) What do you understand by Birthday attack in detail? 9

tleft attack fi enq qqr Hq-{i t, frwxg{zp. HqsEgl

b) Explainaboutcomputerethics. g

o=g-cq qPrffi o) eqsr{qr

8. Write shortnotes (Anythree) 6 each

I Biomerics D Cybercrime

r0 Hashfi.rnction iv) SFIA

v) RSA vi) Hillcipher

$Rm frsqM ftRilS (ot{ *cl
, vrdttrfr D srrrN mrsq

D ttr .iqqn iv) SHA

v) RSA vi) Hillcipher

_.-4=r.6a-
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