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INFORMATION SECURITY
Time : Three Hours Maximum Marks : 100
Note : ) Attempt total six questions. Question No. 1 (Objective type)

is compulsory. From the remaining questions attempt any five.

A B: U7 gA DI T D 1 (TS TPR )
et 21 9w wet § & fdl ufw @Y gt HiR

i) Incaseof any doubt or dispute, the English version question
should be treated as final.

forsdt off yoR & A srerar Rae & RART § 3sh w7 &
U9q BT 3Afm 71 SR

1. Choose the correct answer. 2 each
e IR BT TIT HINT |
) Which of these is not a type of firewall?
T A BT AT BRRATA BT IR Ta 3
(a) Application proxy
(b) Transparent proxy
(c)  Static packet filtering
(d) State full query
i) Adigital signature is
feforear Reer
(a) Signature in binary form
(b) Hand written signature
(c) Encryption information
(d) Scanned signature
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Aman Rathore
d is correct

Aman Rathore
a is correct


b)

(2]

Kerberos is an encryption based system that uses.

Kerberos T $fpeerd R menia RiReH g ST SUAN &Rl &
(a) Secretkey encryption

(b) Publickeyencryption

(¢) Datakey encryption

(d) Privatekey encryption

Mechanism to protect private network from out side attack is
a8 Aofod Rrad gRT Wigde Aedd @I a1d attack  GRIE
SCIESIGIE]

(a) Antivirus (b) Digital signature

(¢) Formatting (d) Firewall

Symmetric key cryptography is than asymmetric key
cryptography.

Symmetric key cryptography asymmetric key cryptography 9 g
(a) Same speed (b) Faster

(¢) Usually slower (d) Alwaysslower

Explain principle of security. 9

frrgiet & figra awseul

What do you understand by information security? Explain in

detail. 9

TR RagRE & oy g JFeTd 2 ? fRRRyds THesu
What is Encryption? Explain playfair cipher. 9
ShITe a7 8 ? WithaR cipher 3! WHSSU

What is Cryptanalysis. Explain symmetric key cryptography. 9
Cryptanalysis 33T & ? symmetric & cryptography &1 G9sTEU

Explain about Audio and video water marking. 9
aifedl v fafsal atewmfd @1 sy |
Explain CAPTCHA's importance in detail. 9

CAPTCHA & #g@ & faaRyde Tt

F/2018/6431 Contd.....


Aman Rathore
b faster is correct

Aman Rathore
a is correct

Aman Rathore
d firewall is correct


b)

[3]

What is Attack? Given the name of different types of attack and
explain any one of them. 9

Attack &1 8 ? STl 37eT UPHR & attack & A9 S18U GG I
3 At v ot fwaRgde wmeg)

What is Firewall? Write the characteristics of firewall. 9
HRREl T § ? BRRAIA $I characteristics foRad|

6. a) Explainabout Virus and Warm. ' .9
Virus W@ Warm & R § 99370
b)  Explain about IP security architecture in detail. 9
IP RygRet anfdhcaar @ avssul
7. a) Whatdo youunderstand by Birthday attack in detail? 9
92 attack ¥ 39 FIT TS B, FvARgd® wweEyl
b) Explain about computer ethics. 9
PHYER ST Pl ST
8. Write short notes (Any three) 6 each
D)  Biometrics 1)  Cybercrime
i) Hash function ivy SHA
v) RSA vi)  Hill cipher
wifém fewfory forRer (o i)
D Ao i) R e
i) B hEeH iv) SHA
v) RSA vi)  Hill cipher
A D
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