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FOURTHSEMESTER
INFORMATION TECHNOLOGY
SCHEME JULY 2010
INFORMATION SECURITY

Time : Three Hours Maximum Marks : 100

Note : i) Attempt total Six questions. Question No. 1
(Objective type) is compulsory. From the
remaining questions attempt any five.
el B U g DIfoTg| 7T Hiep 1 (TGS
TR 1) FTaRS 21 AT oAt 3§ & faeg e
g PR

ii) In case of any doubt or dispute, the English
version question should be treated as final.
fepeft oft TR &5 WQE arerT farg i fRufer 4
3SRt AT & TeT @ SifE AT SR

1. Choose the correct answer. 2 each
HE ITR BT YT DI
i) Mechanism to protect privateé network from
outside attack is
g8 Mechanism ORI GRT private network GoRIRS)

attack 3 RfAT <@ Il 8-

(a) Formatting (b) Antivirus

(c) Digital signature  (d) Firewall
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ii) Which of the following algorithm belongs to
symmetric encryption

FreAfRad algorithm ¥ & -t symmetnc

encryption § Hfda g-
(a) 3DES (b) RSA
(c) RCS (d) IDEA

iii) A Hacker contacts you my phone or e-mail and
attempts to acquire your password.

T Hacker 3TTaT, T8 phone T e-mail I A bRl

2 3R IR password Pt AR Gt AL IR §- |
(a) Spoofing (b) Phishing
(¢) Spamming (d) Bugging

iv) Kerberos is an encryption based system that uses

Kerberos U M R 3mana Red g 5t
JURANT AT &

(a) Secret key encryption
(b) Public key encryption
(c) Private key encryption
(d) Datakey encryption
V) A security measure to stop unauthorised access
to document is:
Document ¥ unauthorised access @ AP & 1%‘1?
REN S 8-
(a) Network access control
(b) Business continuity
(¢c) Backup
(d) Physical access restrictions
(e¢) None of the above
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What do you understand by Information security.
Write the basic types of security in detail. 12

Information security ¥ 3119 &7 W91 &2 Security

& Basic types @I ﬁ?ﬁ"\’l@w foRar |

Explain principal of security. 6
Security & Rygid @1 STHATRU|

Explain vigenere cipher in detail. 9
Vigenere cipher @! ﬁ?\_-ﬂ?qgfiﬁ IHHATSU|

What is key management? Explain cryptanalysis
in detail. 9

Key management®18? Cryptanalysis & foeTRYEs
NEEIRY

Explain data integrity in detail. 9
Data integrity ! foRTRqd® Fwsisy|

Explain steganography in detail. 9
Steganography &t T%R?ﬂ?q\?fzﬁ NEEIEN

What is authentication? Explain digital
certificates in detail. 9

Authentication FT 8? ¥fear wfldhirea o
faeRyde wHemEy

Explain software vulnerabilities in detail. 9

Software vulnerabilities @1 faeeeydes Awesy)

$/2016/6431 PTO.



@)

6. a) Explain IP security architecture in detail. 9

1P Rt anfdhicaar ol fIFaRyd® FHesyl

b) WhatisAttacks? Explain DOS attack in detail. 9
Attacks 1 8 ? DOS attacks &1 faeRdes FHIN|

7. a) What is Cyber law? Why Cyber law is need?

Explain. 9
Cyber law @7 82 Cyber law Ji 31a%IP 8 ?
FHSIST '

b) Explainevolution of cyber law. 9
Cyber law & evolution T AT

8. Write short notes on the following: (any three) 18
Frefofed w Sfm et fiRed (21 €9)
a) Kerberos
b) Digital signature
c¢) Biometrics

d) Trojan Horses
e) SHA

—T -
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