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FOURTHSEMESTER

INFORMAIION IECHNOLOGY
SCIMMEJULY2OlO

INFORMAIIONSECURITY

Time : Three Hourl Maximum Marks : 100

Note : i) Attempt total Srx questions. Question No. L
(Objective type) is compulsory. From the

remaining questions attempt any fiv e.

g,-iT E' qeq Ed{ fiftqr qaq m-qi6 1 (TqFE
s-6t-i oT) GTFst{ tr e)q qqil tit A-6 qftq o\
Eafifut

ii) In case of any doubt or dispute, the English
version question should be treated as final.

ffi $ noq b qik ererqr fr-qrE fr Raft ti
ciffi'r1q1fi saq zh\ Giftq qrqr q-hnr

1. Choose the correct answer. 2 each

sS sr< o-r qq-r frfuqr
i) Mechanism to protect private network from

outside attack is

TE Mechanirrr, ffiO 6u private network dr e[dft

attack t UqRrd 
qs-r qaT t-

(a) Formatting (b) Antivirus
(c) Digital signature (d) Firewall
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ii) Which of the following algorithm belongs to
symmetric encryption
ftqfufud algorithm q t at{-tft symmetric

encryption t iicifUd t-
(a) 3 DES (b) RSA
(c) RC5 (d) IDEA

iii) A Hacker contacts you my phone or e-mail and
attempts to acquire yourpassword.

TtD Hacker slrqdl, 5fr phone 4I 
"--ri1 

fi 1ffi wot
t GA{ Emt purr*orddr qqi fi ffieT wdr t-
(a) Spoofing (b) Phishing
(c) Spamming (d) Buggutg

iv) Kerberos is an encryption based system that uses

Kerberos Vo {qfuaT{ qr cilqrk fq{<q t sil

wfrrr oqdT t-
(a) Secretkey encryption
(b) Public key encryption
(c) Privatekey encryption
(d) Data key encryption

v) A security measure to stop unauthorised access
to document is:
Documentb unauthorised access o\ ffi b ft\
g<er svru t-
(a) Network access control
(b) Business continuity
(c) Backup
(d) Physical access resffictions
(e) None of the above
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2. a)

(3)

What do you understand by Information sectrity.
Write the basic types of security in detail. lZ
Information security t Gilq qeT qqfli t? Security
il Basic types d fr-'ftl\Efo. ftMr
Explain principal of security. 6
Security b fu€rd oi qqgrfll

Explain vigenere cipher in detail. 9
Vigenere cipher d ftr<-RIFo srrgr{gl
What is key management? Explain cryptanalysis
in detail. 9

b)

3. a)

b)

9

9

4. a)

b)

Key managementm tZ Cryptanalysis dftwn5lo
HqgEql

Explain data integrity in detail.

Explain steganography in detail.

Data integrity ol fdrfli.r1d-o qqgr{gl

Steganography o) fftfli1do Hq$n{gl

5. a) What is authentication? Explain digital
certificates in detail. g

Authentication trcn tZ gtm etrfth-qiT of
frwFqdo r{qsEgl

b) Explain software vulnerabilities in detail. 9
Software vulnerabilities o) frr+rqy$o q+$n{ql
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6. a) ExplainlPsecurityarchitectureindetail. 9

rRrrgfr& orrffit@R o\ W-6 qiqsr{gr

b) WhatisAttacks?ExplainDOS attackindetail. 9

Attacks Tirr t z oos attacts o\ fr{flrqdo {flgr{g r

7. a) What is Cyber law? Why Cyber law is need?

Explain. 9

Cyber law tF{T t? Cyb"r law qdl 3r-qertr' t?
qqgEgl

b) Explainevolutionofcyberlaw. 9

Cyber law il evolution zh) sqgr{g I

8. Write short notes on the following: (any three) l8

Frqfrfod q{ Hlerg frcqFrqi fttut (ot{ *1
a) Kerberos

b) Digital signature

c) Biometrics

d) TrojanHorses

e) SHA
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